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SECURING
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A Comprehensive Cybersecurity Recommendations
for EV Charging Ecosystem



About Mobena-X

Mobena-Xis a collaborative R&D initiative designed to accelerate the deployment of
next-generation electric vehicle (EV) charging solutions.

Building on a successful first phase (2021-2023), the current phase (2024-2026) brings together
a consortium of 15 industrial partners - including EV manufacturers, charging infrastructure
providers, cybersecurity experts, and testing organizations - united by a shared goal: creating a
secure, interoperable, and user-centric EV charging ecosystem.

In response to the rapid growth of EV adoption and the increasing integration of intermittent
renewable energy sources, Mobena-X addresses critical challenges such as energy flexibility,
charging infrastructure interoperability, and EV ecosystem cybersecurity.

The project promotes advanced services such as Plug & Charge and Smart Charging, leveraging
the 1ISO 15118 standard to simplify user authentication and enable a wide range of smart
charging capabilities.

As a cross-sector catalyst, Mobena-X bridges the traditionally fragmented domains of mobility,
energy, and buildings, offering a collaborative framework for innovation, testing, and
standardization. Through quarterly demonstrations, strategic dissemination activities, and
contributions to European regulatory frameworks, the project not only enhances the EV user
experience but also positions electric vehicles as key assets within future smart and flexible
energy grids. Mobena-X remains open to welcoming new partners during the current phase or in
future phases of the initiative.

Mobena is a project by VEDECOM co-financed by a consortium with the support of ANR.

The Institute for Energy Transition (ITE) VEDECOM is dedicated to Accelerate the transition
towards sustainable mobility by acting on mobility systems and practices.

Based in Versailles, the institute conducts R&D projects in collaboration with industry, local
authorities, and academia, carries out exploratory studies, delivers turnkey services, and fosters
the mobility ecosystem.
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A Comprehensive
Cybersecurity Recommendations
for EV Charging Ecosystem

As Electric Vehicle (EV) adoption scales, the charging infrastructure has emerged as a high-value
target for cyber-attacks. The ecosystem is a complex intersection of physical hardware, network
protocols, and backend management systems. Securing EV charging infrastructure requires a
shared responsibility model. Charge Point Operators (CPOs), charging station's OEM, and
equipment suppliers must align their security postures to mitigate risks that threaten both
consumer data and national energy grid security.

This whitepaper synthesizes the results of a comprehensive EBIOS RM—based risk

assessment conducted in the context of MOBENA initiative to provide concrete mitigation
strategies tailored to the EV Charging ecosystem. The goal is to offer high-level guidance, without
implementation-level detail, to decision-makers who must balance operational constraints,
interoperability, requlatory compliance, and security requirements.
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The Threat Landscape: Key Risk Vectors

The EV charging ecosystem faces risks across four primary domains.

Governance and Insider
Threats

Improperly vetted
contractors and the public
exposure of maintenance

schedules or internal
organizational charts provide
attackers with the
reconnaissance needed for
targeted strikes.

Physical Infrastructure

Publicly accessible charging
stations are susceptible to
hardware and
software tampering,
unauthorized debug port
access, and the installation
of payment skimming
devices.
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Communication Protocols

Vulnerabilities in legacy
protocols, such
as using OCPP with low
security Profile, allowing une
ncrypted data transmission
and man-in-the-middle
(MITM) attacks.

Supply Chain and
Production

Compromises on the
production line or during
firmware flashing can result
in the deployment of
‘tainted" devices across an
entire fleet.






